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What can we do?

With the well-known crypto

• Encrypt/Decrypt

• Hash

• Sign/Verify

• Key exchange

• End-to-end encryption

• …

With the well-known security tools

• Protection (physical, digital, 
legal)

• Access control

• Intrusion detection

• Policy enforcement

• Audit

• …
Till the end of this talk, consider all of them in the ideal form.

Your data is protected, channels are secure, intrusion is impossible,…
Use your imagination! 4



Is it enough? No! It is just a secure e-cave!

We are safe here, making money. 

Why should we get out of our secure e-caves?
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What can we do now?

• What can you do with encrypted data? Just decrypting them!!?

• How can you share your secret data with others? Using your lawyer!!?

• How can you legally access other’s useful data? By commanding or 
bribing them!!?

• How can you effectively use your encrypted data in the cloud? Oh, we 
do not use the cloud at all!

• How can you use other’s private data in your computation and 
analysis?

• …
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Is it possible to compute on encrypted data?
Is it possible to join a computation and find out the 
output without revealing the private inputs? 



How secure your cave is, you need to get out.
But, that requires tools!
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Let’s see what’s out there? 

Semi-honest adversaries

• Follow the protocol

• Try to learn anything more

Malicious adversaries

• Arbitrarily misbehave

• Abort
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We do not concern about eavesdroppers, Man-In-The-Middle, …

We concern about other parties in the joint computation



What we have? What we want?

Each party has a private input
A function of the private inputs is needed

(output might be different for each party)
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Examples

• Cross-checking two lists of suspicious persons 

• Comparing two genomes or finding a genome in a genome DB

• Private email, search,…

• Secure and private cloud services

• Private location based services

• Voting

• IDS with private signatures on private traffic 

• Outsourcing any task on private data

• …
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Let’s find someone trusted!

• She is the goddess of truth!

• She computes correctly.

• She delivers each party’s 
output honestly.
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Adversary’s best effort!

The adversary is just able to 
choose his own input.

More security cannot be 
imagined!

It is secure by definition!

Bad news; there is no such 
goddess.
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Good news; Multi-Party Computation

13

Using MPC we can design protocols which 
leak no more information than the ideal 

world, without trusting anyone!



Two and Multi Party Computation

Specific Constructions

• Using the function’s properties 
to design efficient protocols

• Very efficient protocols can be 
designed for semi-honest setting

• It is possible (but difficult) for 
malicious setting

General Constructions

• Any efficiently computable 
function can be evaluated 
securely

• Both two and multi party 
settings

• Communication and round 
complexity is very high

• Inefficient when number of 
parties is large
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General Constructions in practice

• Consider any (1 or more) 
number of input owners

• We usually use 3-5 parties to run 
the protocol

• Practical and efficient for many 
functions

• Computation parties might be 
considered semi-honest or 
malicious
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There is also Fully Homomorphic Encryption

It is possible to evaluate any 
function on encrypted data

1. Alice encrypts her data using a FHE 
scheme

2. Sends it to Bob

3. Bob evaluates any desired function 
on encrypted data and finds outs 
the encrypted result

4. Encrypted result is sent back to 
Alice

5. Alice decrypts and finds out the 
result

• 80s, existence proved

• 2009, First instance proposed 

• Secure computation in one round

• Communication and round complexity 
is efficient

• Computation is very high!

• Now, cannot be used in practice!
• But for very simple functions
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MPC in action
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• Sugar beet biding in Denmark since 2009
• Cross matching of suspicious persons in Israel
• Virtual HSM in Israel
• Survey on Tax information in Estonia
• Survey on IT companies in Estonia
• Location based services in Estonia
• Private satellite collision prediction, NASA, ESA,…
• Collaborative medical research between several drug companies
• Private supply chain management by SAP
• Emerging cloud services by Microsoft
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Our magic 

• Secret sharing schemes

• Sigma protocols and Zero-knowledge proof of knowledge

• Commitment protocols

• Oblivious Transfer protocols

• Homomorphic Encryption schemes

• Functional Encryption schemes
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Thank you.
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